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SuUummar y

The Campaign for a Commerci&ree Childhood (CCFGIndthe Center for Digital
Democracy (CDD), by their attorneys, the Institute for PuRBpresentation (IPRalong with
Berkeley Media Studies Grou@plor of ChangeConsumer Action, Defending the Early Years,
Electronic Privacy Information Center, New Dream, Open MIC (Open Media and Information
Companies Initiative), Parents Across Ameriearent Coalition for Student Privadarents
Television CouncilPeace Educators Allied for Children Everywhere (P.E.A.C.E.), Raffi
Foundation for Child Honouring, Story of Stuff, TRUCE (Teachers Resisting Unhealthy
Childhood Entertainment), Consumedeeation of AmericaRPublic Citizen and US. PIRGask
theFTC to investigate whether Amaz@violatingtheChi | drends Online Priva
Act (COPPA)iIn connection with its online service provideid the Echo Dot Kids Edition

The Echo DotKids Editionis aspeaker connected to the internet tis¢ns records
what children say to ivhen it hears wakeword (e.g.fi A | @,yaraluses artificial intelligence
torepond t o chil dr esobwhattheEchodst Kids.EditBrxcamup incude
answeing questionsplaying gamestelling jokes reading books, playing musiand
remembeng information requested by the chiM/hen parents purchase the Echo Dot Kids
Edition, they also getaonee ar s ub s cr i pRreeTone Unlimitd, Avimehpraided s
access tentertainment including books, music, dndé i d .0Sikce Amlazon markets the
Echo Dot Kids Editioras designed specifically for kégthere is no question that it is subjext
COPPA.

The Echo Dot Kids Edition has the capacity to collest amounts of sensitive, personal
information from children under age 13. For examptece recordings of children are
considered personal informationder COPPATh e Echo Dot Kids Edition

voices any time it hears the wake waaddit stores these recordings in the cloud unless or until



a parent delesghem Amazon also uses persistent identifi@rsrack how a child uses Echo and
canusethat informationto recommend otherontentthat the child might enjoyAmazon may
collect aher types of personal information when children ask the Echo to remember something,
or when &id skill solicitsanopen ended communicatiémom a child

To protect childrendés privacy, COPPA requi
tochildrensuch as Amazonbés Echo Dot Kids dadition,
obtain verifiable parental consent before collecting data from a €@PPA also prohibits the
retentionofc hi | dr ends per s on ai$reasonablyp mecessailtirequiresl onger t
operators to infornparentsof theirright to reviewpersonal information submitted by their child
and to allow them to stop any further collentand delete personal informatiaiready
collected. CCFC andPR0 mvestigationof theEchoDot Kids Editionfound that Amazon fails
to comply with theseequirements.

First,bothAma z on 6 s dto parentsinditaamlineCche | d rivaay Disclosire
are woefully deficient. Neither provid@arents with the information they need to make a
informed decisiormboutwhether to give conserf.or exampl e, Amazonds not
clear whapersonal information it actually collects, how it sigkat information, and whether it
shares the information with third parties.

Second, Amazon fail® meet its obligatiorasthe operator of a childirected online
service to give notice and obtaiparentalkconsent for information collected by third parties
through the online servicAmazon statesthatiGh i | dr en6s Prdoesrmottagy Di scl o
to third-party services, including skills, and that befoseng a thirdparty service, parents should
reviewt h e pdidiek dordcarning data collection and use. Our investigation foundrilyat

about 15%of kid skills provide a link toaprivacypolicy. Thus, Amazonds notice



regardingdatacollectionby third partiesappears designed to discourage parental engagement
and avoid Amazono6s r es p o ntwindiida$ undear amnsl confasohe r
Third,Amazondés system f or i9dsoinadeyuadgiergyar e nt
requires someone to inpatcredit or debit card number and a CVV security code. It does not
verify that the person asirequiredhy COPPAlggdesi s t he
Amazon verifythat the person consentingegenan adultbecause it allows the useddbit gift
cardsand does natequire a financial transactiofor verification.Thus A ma ystemiors

obtaining verifiable parental consesinot reasonably caltated to ensure that the person

providing consent is the childbds parent.
Fourth, Amazon keeps the audio recordin
necessary. In fact, unless a parent del ete

thoserecordings indefinitely.

Fifth, evlen when parents make an effort to delete some or all of the recordings of their
child,Amazond oes not necessarily delete all of t
found that deleting the voice recordings doestdelete the transcription of those recordings,
which may contain personal information identified with a specific child or device.

Finally, Ama z o n 6 sfor peviemingeasdsieletingpersonal information ianduly
burdensoméor parents. Tie only waythat parents can findutwhat personal information
Amazon has collected frotheir child is tolisten to every recordingVioreover, the only wafor
aparentodeletealbf t heipersloinladl s nf or mati on bys to
contactirg customer supparin that case, the child would lose access td-thelime content

and parents would lose access to the parental controls.
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In light of these findings, he FTC should promptly investig

take action to ensure compliance with COPPA.
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I ntroducti on

Amazonreleased the Echéa hightech genie that uses artificial intelligence to listen to
human queries, scan million$ words in an Internetonnected database, and provide answers
from the profound to the mundane i n N o v e'8ibce then,2Ahdzdn has sold 47 million
Echo devices and has 42% of the global market for connected speakers.

Amazonlaunchedthe Echo DoKids Edition inthe spring o2018. CCFCandCDD,
along with leading experts in child development, released a statembfday 11, 2018urging
parents not to buy the Echo DKids because it poses significantthedato c hi | dr ends we
and privacy’ On the same date, U.S. Senator Edward J. MarkeyigBsachusetts) and U.S.
Representative Joe Barton-{Rxas) sena letterto Amazon asking a number pbinted
guestions about the device, noting fAincreasin
technologis e among chi*l dren and teens. 0

Numerous press repsittave also raised concerns about the Eitgwces in general and
the Echo Dot Kids Edition in particular. For examplee article obserede A Chi | dr en, s m:
ones especially, dondét jus’t ask Alexa questio

Amazon tries to encourage these interactions withshitific

answers thatra different from the normal ones. Often, these are just
meant to be fun. When you ask how far away the moon is, a regular

! Brian DumaineAmazon, Google and Apple Are Battling For Dominance in VBDRTUNE,
http://fortune.com/longform/amazeayoogleapplevoice-recognition/ (last visited May 1, 2019)
[https://perma.cc/PK8MNEQTK].

2d.

3 Experts and Advocates Caution Parents to Steer @eblew Amazon Echo Dot for

Kids, Campaign for a Commercial Free Childhq@018),
https://commercialfreechildhood.org/expeatsdadvocatesautionparentssteerclearnew
amazorechodotkids (last visited May 1, 2019) [https://perma.cc/XJBBS8].

“Thisl ett er and Amazonds response are in Exhibit
5 Mat Honan, Amazon Created A Version of Alexa Just For KRiszzFEED,
https://www.buzzfeednews.com/article/mathonan/amsstexafor-kids (April 25, 2019
[https://perma.cc/lURSEY 547].



https://www.markey.senate.gov/imo/media/doc/Amazon%20Echo%20Dot%20Kids%20Edition.pdf
https://www.buzzfeednews.com/article/mathonan/amazon-alexa-for-kids

Alexa delivers the answers in miles. The answer for kids gives the

answer in miles (and kil ometers) t hen |
Thatmoonj umpi ng cow must have strong |l egs. ¢
Because the Echo Dot Kids Editiusedinhongi of t en i n a icitcanl dds b

collect vast amounts of personal information directly from childFéis givesAmazonaccesso
sensitive informatiomndprovides Amazon witltommercially valuable insights intdildren,
includinghow they learn, how they plagndhow they acquire new informatioAs children

grow up with these devices, they are likely to ask questions that they would have asked parents
or an older sibling in the past. Children may reveal that they are feeling sad or being bullied at
school.Amazon will transcribelt e s e A ¢ 0 PV ars Staamivith & specific child via a
persistent identifier, and stofteemforever in the cloud.

For these reasons, CCFC and IPR deciddde ar n as much as possi bl
coll ection and use of childrenbés personal i nf
our findings that Amazon does not appear to comply with COPBeEause somaspects of the
service are not transparent to the public, the FTC will need to conduct an investigation.

To assist the FTC, Part Il of this requésscribe generally what th&chodoes, how it
works, how skills and kid skilla/ork, and how parents amestructed to set up the Echo Dot Kids
Edition. In Part 1ll, we show that the Echo Dot Kids Edition falisder COPPA because the

service is intendetbr use by children under age,¥hd it collects personal information, as

®1d.

"DaniDeahlAmazonés Echo Can Now RemdwabWereE (Mdyat ever
1, 2018), https://www.theverge.com/2018/5/1/17307256/amazbaremembeithis
[https://perma.cc/9CNNHCL7]. Concerns have also been raised about Amazon privacy

practices with regard to the recordings and transcriptions. For example, Bloomberg reported that
Amazon relies on contractors to review and label Alexa transcriptions and recordings, and that
someof those contractors had access to customer location coordinates and home adithsses.

Day, Giles Turner, Natalia Drozdiakkma z onds Al exa Te ddres€ekan Access
BLOOMBERG, https://www.bloomberg.com/news/articles/260424/amazors-alexareviewers
canaccesscustomershomeaddresseqApril 24, 2019, [https://perma.cc/FT2KFF3].

2



https://www.bloomberg.com/news/articles/2019-04-24/amazon-s-alexa-reviewers-can-access-customers-home-addresses
https://www.bloomberg.com/news/articles/2019-04-24/amazon-s-alexa-reviewers-can-access-customers-home-addresses

defined by COPPA, from childreRinally, in Part M, we discuss in detail the many ways in
which Amazon fails to comply with the COPPA requirements of parental notice, advance
parental consent, data minimization, and affording parents the right to rewveedelete their
childdés personal information.

Il. Background
A. Wh at t he DBelso Dot

Echo Dotis an Amazonvoiseont r ol | ed fismart speaker . 0
slightly enlarged hockey puck, contains a speaker, microphones that are alwaysypassive
listening® a few buttons, and a lighip ring around the top edge. The Echo Dot is the most

compact andhemost affordabkd evi ce i n Amazonods EcisipeEthone,

(about the size of a large thermos), the Echo Show (arectadgelari ce wi t h a 10.

and the Echo Spot (asoftbélli ke device wWith a 2.50 screen).

Amazon Eho Devices (Image Source: PC Mag)

8 Grant ClausenWhat Is Alexa? What Is the Amazon Echo, and Should You Get One?,
WIRECUTTER (Sept. 21, 2018), https://thewirecutter.com/reviews/vidratexawhatis-the-
amazorecheandshouldyou-getone/#howdoesalexawork [https://perma.cc/94RBNVD].

® Echo Dot retails for $49.99. It is frequently available discounted prices directly from Amazon.
As Amazon releases newer versions of the product, older versions are sold at a discount. Older
versions have the same furetality but look slightly different and have less advanced
components, resulting in lower quality sound or less accurate voice recognition capabilities.

10 Amazon Devices: All things AlexamMAZON, https://www.amazon.com/AmazdtchoAnd-
Alexa-Devices/b?ie=UF8&n0de=9818047011 (last accessed April 1, 2019)
[https://perma.cc/6HFWADWU].
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The Echo Dot Kids Edition is a regular Echo Dot with a hard, rubberized, colorful
protective case that Amazon markets to childmed parentsThe retail price is $69.99. The main
difference between Echo Dot and Echo Bats Edition is that the Kids Edition includes a 1
year subscription to the Amazon FreeTime Unlimited serancka 2year warranty covang

intentional damage by a chitd.

Echo Dot Kids Edition (Image

Source: The Verge)

B.How the Echo Device Works

All Echo devices are voieactivated. Their internal microphones are always listening for
a fiwake word, 0o which by default bayshewake t o Al
word, the device begins recordigngdg ot ARenazoaro&s A
Cloud.'? As shown in the diagram belovhe cloud transcribes the voice recording into text and
then translates the text into Aintent. 0

User's Amazon Echo Dot
Voice # Alexa Cloud # Text # Intent Executes

Upload Transcribe Translate Return Intent

Diagram of Echo Dot Handling a Voice Command

1 Echo Dot Kids EditionAMAZON, https://www.amazon.com/amazeshedot-kids-
edition/dp/B077JFK5YH (last visited April 1, 2019) [https://perma.cc/NEBWG].

2Amazon states that the Echo Dot Kids Edition
acr oss tSeeexhibitd o2nhetter from BrianHuseman, Amazon Vice President of

Public Policy, to Senator Edward Markey and Congressman Joe Batt@n(June 1, 2018).



The intent is a standardized machawmpatibletranslation of the text, akin to keywords.
For example, the text fAAlexa, make i1t two deg
| i knecrfiease t her most at Thecloyeetaystheintentbeckimthel e gr ee s .
software on the Echtd and he Echo device acts on the intent through the Alexa software or an
app, whi ch Amaod?badditiorallinfosnatian isineekldd frdm the user, the device
will ask the user for that information, send the voice response to the cloud, and tiss pitice
repeat. The ring around the top of the Echo i
recorded and sent to the cloud.

The Echo Dot Kids Edition, i ke all Echo d
assistant software. The Alexa softwassmanycapabilities: it can play music, answer
guestions, read stories, play games, control shwarte devices such as lights or a thermostat,
and everntell jokes?® The Alexa softwarean remembeand later recite backnythinga child
asks itto remembe!°

C.Al exa Skills

TheEchoD o t cépsbilities can be extendbyg addingfisk i ¥4 applications that
provide additional functionality and/or personalization for Alexadevit@sS ki | | 06 i s esse

Amazonds unigue term for an Aappod0 designed fo

13 A more indepth example is provided Exhibit 2.

14 Enable Alexa SkillsAMAZON.cOM HELP,
https://lwww.amazon.com/gp/help/customer/display.html/?ie=UTF8&nodeld=201848700 (last
visited April 1, 2019) [https://perma.cc/72EHbBZ].

15Echo Dot Kids EditionAMAZON, https://www.amazon.com/amonrechoedot-kids-
edition/dp/B077JFK5YH (last visited April 1, 2019) [https://perma.cc/NEBWG].

16 SeeExhibit 3- 1. This screen shot was taken from the Alexa App Dashboard page after asking
the Echo to firemember o certain facts and days
17Enable Alexa SkillSAMAZON,
https://www.amazon.com/gp/help/customer/display.html/?ie=UTF8&nodeld=201848700 (last
visited April 1, 2019) [https://perma.cc/72B4bBZ].
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make Alexa products feel more huniaAl exa i s your personal assist
with skills, similar to how humans improve by learg new skills.

The key difference between skills and apps is how users interact with them. Apps are
primarily visual and are controlled by touching, tapping, swiping, or typing, while skills are
primarily controlled by voiceSkills are designed to listefor user commands and to respond in
kind. Amazonds Voice User Interface platform
Aunder st ando t h & reguest mather thaaquire tlee humami@use a specific
keyword or commané This hasallowed developers to make skitlsatperform useful tasks or
entertainUsers interact with Echo Dat the way thathey would converse with a human. For
example, a user may ask Alexa to turn on the kitchen ligletg,a game such as Jeopardy, or
find stock pricer traffic reports'®

Skills may be downloaded fromhe Alexa Skill Store, which is accessible either through

the Amazon website or the Alexa mobile phone &kils areopened by asking Alexa to open

8 What is a Voice User Interface (VU))YRMAZON, https://developer.amazon.com/alestdlls-
kit/vui (last visitedMay 2, 2019) [https://perma.cc/4QdBSDT]. SeeDescription of Echo Dot
Handling a Voice Commandupra, insection II(B),How the Echo Device Works

19 SmartThingsSAMAZON: ALEXA SKILLS,
https://www.amazon.com/SmartThings/dp/BO1ETW5Q90 (last visited M2§1R)
[https://perma.cc/AB9I 7E3]; Jeopardy! AMAZON: ALEXA SKILLS,
https://lwww.amazon.com/SoBicturesTelevisionrJeopardy/dp/B019GOM2WS (last visited
May 2, 2019) [https://perma.cc/G3ZAH19J]; This Day in History Top StonAMAZON: ALEXA
SKILLS, https://www.amazon.com/gp/product/BO6XHIVWV5 (last visited May 2, 2019)
[https://perma.cc/8TPMAHRU]; Stock Prices by Opening BeAMAZON: ALEXA SKILLS,
https://lwww.amazon.com/gp/product/BO1E9Z3UVC (last visited May 2, 2019)
[https://perma.cc/lU2METN3]; Maps AMAZON: ALEXA SKILLS,
https://lwww.amazon.com/gp/product/B07565QWSZ (last visited May 2, 2019)
[https://perma.cc/471-849J].



the skillby name or in most casedy asking Alexa to do somethirthe skill is designed to dfd.
Alexa skills are free to downloabut ®me require a paid subscription to a service to use the
skill, while others contain advertisemefitand/or offer content for purcha$e.

D.Kid Skills

Amazon ceated a new category of skjiiisa | | e d ,df@riusd with khe EchodDot
Kids Edition?® Amazon represents that these skills are safe for chifd®mazonhas specific
rulesfor developers that want to cre&ie skills. For example, kid skills musteliver content
suitable for all ages, may not contaidvertisementsnay not offershopping functionalityand
may notcollect persondy identifiable informatior?®

Kid skills must undergo a certification process during which Amazon tests each skill and

certifiesitasi k i d safedo before publ?PThéAmazpn Storelist o t he A

20 For example, a skill that is designed to control the thermostat could be used simply by saying
AAl exa, tur B8 dp gtlveuls bothke hecdssary to specify that you wanted to
use the Athermostat skill .o

21 Seesection 5Policy TestingAMAZON DEVELOPER
https://developer.amazon.com/docs/cusskitis/policy-testingfor-an-alexaskill. html#5-
advertising (lasaccessed April 1, 2019) [https://perma.cc/YBVIBJIH].

22 See Make Money with Your Alexa SkillsiAZoN ALEXA,
https://developer.amazon.com/alestalls-kit/makemoney (last accessed April 1, 2019)
[https://perma.cc/73\-8)833].

23 Create Kid Skills for AlexaAMAZON, https://developer.amazon.com/aleskills-kit/kids (last
accessed April 16, 2019) [https://perma.cc/4MKLX]; Alexa Skills: KidsAMAZON,
https://www.amazon.com/s?i=aleskills&rh=n%3A14284832011 (last accessed April 16,
2019) [https://permact2WGK-TD6L].

24 Certification Tips for Alexa Kid Skil]#AMAZON: ALEXA BLOGS,
https://developer.amazon.com/blogs/alexa/post/7ffad®#-42b29ffb-4e82a5d7cebe/kid
skills-alexaskills-certification, Nov. 6, 2017 [https://perma.cc/NLEXTT].

25 Certification Tips for Alexa Kidkills, AMAZON ALEXA: ALEXA BLOGS,
https://developer.amazon.com/blogs/alexa/post/7ffad®i-42b2 9ffb-4e82a5d7cebe/kid
skills-alexaskills-certification (last visited April 16, 2019) [https://perma.cc/42Z8EV].

26 1d.



over 2,000 kidskills in four categorieseducation & reference, games, mu&iaudio, and
novelty & humor.Examples okid skills are shown irexhibit 6- 1.

E.Setting Up Echo Dot Kids Edition and Amaz

To set up the Echgarents must firafownload thenobilea pp A Amazon Al exao
A p p % The setugprocess islepictedscreen by screein the order experienced by a parémt,
Exhibit 1- 1 throughExhibit 1- 15.
Each Ebo Dot Kids Edition comes equipped with¢le ar subscri ption to
FreeTime Unlimited® This subscription includes parental contsilgh as the ability tdisable
the device aft er tofilterexplcihlyritsih tssic?blteatsd sermesasa n d
portal for kidskills from Amazon and third partieas well akid-safesongs, books, and mustt.
After setting up the device and connecting it WiaFi network Exhibit 1- 1 through
Exhibit 1- 4), the parent is invited to sep a FreeTime Unlimitechccount
The first stepsto adda child profile.3! The parent can do this by giving thenh i first 6 s

name, birthday, gendeandselecting ancon.®? Next, Amazontells parens that it needs

1]

p e r miosdlactpensonal information including voice recordinglt@ddsthat teir

per mi s appyamall Avexd devices, skills, and oth&mazonkid services 38

1]

27 SeegenerallyExhibit 3. The screenshots in this exhibit show various areas of the Alexa App
on an iPhoneAmazon also provides a desktop version of this agpexa.amazon.com, which is
show inExhibit 4- 2. The apps function similarly and mostly have the same featwes.
simplicity, A A to bathdahe Agbite @nd weasKktop app enfess ptherwise noted.
28 Echo Dot Kids EditionAMAZON, https://www.amazon.com/amazeshoedot-kids-
edition/dp/B077JFK5YH (last visited April 1, 2019) [https://perma.cc/NEBWG].

291d.

301d.

31 Exhibit 1- 7.

32id.

33 Exhibit 1- 8.



Next, parens are prompted to enter their Amazastount passwordnd to verify that
they are an adult by providing the security code for a credit®¢aiis interface accepts any
type of payment card, including disposable gift debit cards which are frequently given to
children®®Thepar ent i s then asked.0® o agree to fAParen
Once the device is set up, paremisy use eithethe Alexa Appor the Paret Portal
(parents.amazon.cofd}o addor deletecontent such as skillsor musit,o0 t hei r .chi | dés
They can alsaccessecordings of previous Echo requestsl transcriptions when availatfle
and can delete those recordings

[I. Amaz®nEcho EBdi tiksodXSover@hdi Ib@yr é®©mlei ne Privacy
Protection Act

A company is subject to COPPA if it operasgsonline servicalirected tochildren,
definedasindividuals under the age of 13.There is no question thtite Echo Dot Kids Edition
providesan online service that collegpersonal information from children under 13.

A. Echo DoPr okKi d@nsl i%anevi Chei Itdr en

As the FTC explainm its A SixStep Compliance Plan for Your Busin&ssnline

services inalde toys or other Internet of Things devicBse Echo Dot Kids Edition is an

34 Exhibit 1- 9 andExhibit 1- 10.

35 Exhibit 1- 11.

36 Exhibit 1- 12.

37 Exhibit 4- 3. This is a screenshot of the Parent Dashboard.

®¥Someti mes a usero6s request is not transcribe
Atranscription not available. o

3916 C.F.R. § 312.2.

“VseeChil drends Onl i ne Pr iStemCompliahace @landar Youron Rul e:
BusinessFEDERAL TRADE COMMISSION, https://www.ftc.gov/tipsadvice/business
center/guidance/childreranline-privacy-protectionrule-six-stepcompliance(June 201y
[https://perma.cc/VXSBGWH].



Internet of Things deviééthat requires an internet connection to operate and relies on
Amazonds online®serversheoef onewhehCOBPAN| i ne s e
applies

Likewise, there is no question tHatho Dot Kids Edition islirected to children under
agel3.Here is howAmazon describethe Echo Dot Kids Editioon Amazon.com:

Introducing a handfee, voicecontrolled speaker with Alexa,

designed with Ids in mind. Echo Dot Kids Edition can play age

appropriate music, answer questions, tell stories, control compatible

smart home devices, and more. Includes a black Echo Detearl

subscription to FreeTime Unlimited, a fun Krikendly case, and a

2-yearworry-f r ee guar ant ee. | f they break it,
replace it for free.

With the tyear FreeTiméJnlimited subscription, kids can access

content theyoll | ove, such as skills an
for them. Parents can control time limits, set bedtimes, review

activity, and more. With fafield voice recognition, Echo Dot Kids

Edition can har you from across the room, and only streams audio

to the Alexa Voice Service when it recognizes the wake word

iAl exa. o0 Childrenés pr®ivacy is importan

Amazonds website for the Echo Dot Ki dsenEdi ti o

using the Echo, such as that shown below.

“AAl'l fAsmart homeo devices, including the Echo
devicesSee generally The rise of voice control in the internet of thiFgSHTARGET: |OT

AGENDA, https://internetofthingsageB)da.tearget.com/blog/loFAgenda/Theise-of-voice
controtin-the-internetof-things (last accessed April 1, 2019) [https://perma.cc/6ILRGE9].

42 See Connecting Echo Dot to-li, AMAZON: HELP & CUSTOMERSERVICE,
https://www.amazon.com/gp/help/customer/disgiaipl?nodeld=202011800 (last accessed

April 15, 2019) [https://perma.cc/353DfMV].

43 Echo Dot Kids EditionAMAZON, https://www.amazon.com/amazenhodot-kids-
edition/dp/B077JFK5YH (last visited April 1, 200https://perma.cc/NK4XBWG] (A N o w

Alexa isa kid-friendly DJ, comedian, and storytel@&rand sheds al ways gettin
ask and Alexa will play music, answer questions, read stories, tell jokes, and nadirevith

younger ears in mind.o

10



[ « P ;
« con ‘Alexa, open ‘Alexa, how long is
i Alexs; plecse ploy dancenisic: j { ‘SpongeBob Challenge."” -) aday on Mars?”

“Alexa, open
‘Loud House Challenge."”

%fs&b‘;o Q.N_. nickelodeon

“Alexa, open ‘Disney Stories.”” “Alexa, open ‘Ben 10.””

Moreover, the Echo Dot features content from Disney, Cartoon Network and Nickelodeon that is
popular with childrenThereforethe Echo Dot Kids Edition isrefutably anonline service

directed to children.

11



B.Amazon Collects Peresomn@Ghi ll dhem Bdsibo®ot Ki
Edition

The Echo Dot Kids Edition also collects personal information from chil@ection

312.2 of COPPA definedsc ol | ast t hgofigat hering of ahly perso

by any Tnmeiasnsi.noc|l udes gathering information by
child to submit personal information, 0 passiyvV
open forum for a c¢hi |l dntd, evenavherepersomalenfoenatiora | i nfo
collected this way may not be mandator®y to pa

The COPPA Rulel e f i persogal ififormatioda sindifiidually identifiable information about

an individual collectedonlie , 6 i ncl udi ng an audio file conta
identifier that can be used to recognize a user over time and across different Web sites or online
services, andinformation concerning the child that the operator collects online tnerahild

and combines with a persistent identifi2Amazon collects at leaftur types of personal

information about children through the Echo Dot Kids Editinoice recordings?) persistent
identifiersassociated with the chil®) other information about a child associated with the
persistentdentifier,and4) personalnformation offered by the child for the device to

Aremember . 0o

1. Amazon OwliRescdrsdirmogrs ICthr en

Amazon coll ects audi ooicefromewrychibdvhousaestheé ng t he
EchoUpl oading, and processing of childrends voi

underlies all other functions provided by this online ser\@ece recordings are personal

4416 C.F.R. § 312.2; Statement of Basis and Paepd8 Fed. Reg. 3972, 3973 (Jan. 17, 2013).
4516 C.F.R. § 312.2.

12



information, & the FTC explaineshitsin Enf or cement Pol i cy Regarding
COPPA Rule to the Coll ect i Octobep20,20di ce Recor di
The Commission views the collection from a child of an audio file

when the voice is being used solely as a rephace for written
words, such as to convert voice to text in order to perform a search,

as falling into the first prong of the d
the operator is Arequesting, prompting,
submit personal informatio Because this practice falls into the first

category of fAcollection, 0 the Rule does

the operator to avoid being deemed to have collected the personal
information by deleting it. In other words, as soon as the operator
gatherghe audio file, it has collected it for purposes of the COPPA

Rule regardless of how long the operator maintains possession of
it.4®

The same policgid notethat, under limited circumstances, the RtQuld not bring an
enforcement actioagainst an operatdor collectinganaudiofilec ont ai ni ng a chi | d¢
without first obtaining parental consefpecifically, thismonenforcemenpolicy only applies
when the Aoperator collects an audio file con
written words, such as to perform a search or fulfill a verbal instruction or request, but only
maintains the file for t hé'Inadditienfithetopera®r mistc es s a
provide clear notice of its collection and use of the audis &l& its deletion policy in its
privacy policyd andfimay not make any other use of the audio file in the brief period before the
file is destroyed for example, for behavioral targeting or profiling purposes, for identification

purposes through voice mgnition, or for posting, selling, or otherwise sharing the file with

4 FTC Provides Additional Guidance on COPPA and Voice Recordfsg&ERAL TRADE

ComMISSION, https://www.ftc.gov/newsevents/presseleases/2017/10/fprovidesadditional
guidancecoppavoice-recordinggOct. 23, 201Y, [https://perma.cc/G72QUIK]; Enforcement

Policy Statement Regarding the Applicability of the CORele to the Collection and Use of

Voice Recording9-EDERAL TRADE COMMISSION,
https://www.ftc.gov/system/files/documents/public_statements/1266473/coppa_policy_statement
_audiorecordings.pdf [https://perma.cc/IJBAV4].

47d.
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https://www.ftc.gov/news-events/press-releases/2017/10/ftc-provides-additional-guidance-coppa-voice-recordings
https://www.ftc.gov/news-events/press-releases/2017/10/ftc-provides-additional-guidance-coppa-voice-recordings

third partiesd)*® Finally, the norenforcement policy does not apply when the operator requests
information via voice that otherwise would be considered personal information underehe Rul
such as namer telephone numbé?

Amazorbs col l ection of data téanyathegdh t he Echo
prerequisiteskirst, Amazon stores the voice recordings indefinitely unless a parent takes an
affirmative action to delete thetA Secong Amazonfails to provide clear notice of this practice
in its privacy policy?! Third, Amazon also uses voice recordings for purposes other than
responding to requests.t s Ch i | d Disclosurestateshat thaecoydingsare usedo
A1 mpr o\ prodpcts and services, including personalized offerings and recommendations
for childrend? Finally, Echo Dot collectand store personal informatiotthata child asks it to
rememberThere is nothing to prevent a child from asking the device to rémepersonal
information suctasaphone numbeoraddressFor al | of these reasons,
voice recordingss not exempt from COPPA enforcement.

2. Amazon (Poelrlse csttse nt hladh @encRi o nGCea éBwWdaTi me
anAlcr ocOngd iSeevi ces

In addition to voice recordings, tliechoDot passively collects a variety of persistent
identifiers.These include the MC addres®f the deviceserial number, and IP addresssigned

to it. These persistent identifiers dransmitted to thémazonAlexa Cloud where they are

481d.

49d.

%0 Seeinfra, secton IV(D), Amazon Keeps Childrends Personal I
Reasonably Necessary

We only became aware that Amazon did not reg:
voices when Amazon, in response to questions posed by members of Congeclssediihat

A[v] oice recordings are retained for the pare
App or at the Manage Y o03eexhDio/ 2. eettet from Brdn Devi ces
Huseman, page Jdne 1, 2018

S2Exhibit1-13( Chi | dren6és Privacy Disclosure).
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associated wi tHfAThesh persistdntiderdifters cap e aided tb recogribica
overtimeandacrossal | Al exa devices, skil Thusaheyd ot her
clearly fall within the definition offia persistent identifier that can be used to recognize a user

over time and across different Web sites or online sesvic@®

3. Amaz@onl | mdtoy m&v moa&r rIChnbdaGhri GRhreesa b d
Combi nesPeirts ividtdeimiti f i er s

The deinition of personal information n ¢ | u d e s conceroimg e ¢hild @rrthe i
parents of that child that the operator collects online from the child and combines with an
identifier desc rSAmazoh cdllacts infiilmatisnframechildreniuging then . 0
Echo Dot and as s opersisient@sntifierd/Ne know this bacausehin résplodss
to a question fronsenator Markey and Congressman Barfamazondisclosed thait fimay use
information about the books, masand skills a child uses to recommend other books, music,
and skills available in the FreeTime Unlimited subscription that the child can access without any
additional purchas&’ Amazonalsoindicated that in the future, this information could be used

for advertising®

53 Exhibit 3- 4. This screeshot was taken from the Alexam which demonstrateBat the

MAC Address and Serial Number identifiers of the Echo Dot were transferred to the Alexa
Cloud. They are |l inked to the parentés Amazon
is assigned to the device. The devieéeaddress is also necessarily transmitted to the Alexa
Cloud, as IP addresses are a required part of internet traffic which allows the cloud to send
responses back to the device.

>4 Exhibit 1- 8.

%16 C.F.R§ 312.2.

%6 1d.

" Exhibit 7- 2, Letter from Brian Huseman, Amazon Vice President of Public Policy, to Senator
Edward Markey and Congressman Joe Barfmge 3 (June 1, 2018).

%8 See id.
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4. Amazhcnt i Ceéll et ar mat i on t h fiRbeungehmbtehre Al e x a
Feature

The ARemember o featur e on anymfermdientachildal | ows

asksittoremember.fiVen a chi |l d s ay s folfowed kyxa atatemeresuchieb er € 0

~

il am allergic to peatinformatignd Laterhtiee intbenatiorccanbevi | | s
retrieved by sayi ng i Alhthixvway, therHtleoactsaei oypoeun r e me m
forum for the child to enter pensal informationo
In 2013, the FTC revised the COPPA rulelarify thatit appliedto this type ofopen
forum collection.It explains that the revised definition was
intended to clarify the longstanding Commission position that an
operator that providea field or open forum for a child to enter
personal information will not be shielded from liability merely
because entry of personal information is not mandatory to
participate in the activity. It recognizes the reality that such an

operator must have place a system to provide notice to and obtain
consent from parents to deal with the moment when the information

A

is 00g¥®thered. 60
Children will likely disclose various types of personal and sensitive informttion
Amazon througlthe Remembeéieature. Foexample, children can tell Alexa to remember
medical information f ri endsd names, food apdfesCGur ences, d
testingrevealed thatipon requesilexa remembexfirst and last names, addresses, emails,
telephone numbers, and@a Security number§? all of which arepersonal informatioas

defined in the COPPA Rule

pDaniDeahlAmaz on 6 s E cRememBea\Whatsverwou Tell It TeE VERGE (May

1, 2018), https://www.theverge.com/2018/5/1/17307256/amazbaremembeithis
[https://perma.cc/9CNNHCL7].

60 Statement of Basis and Purpose, 78 Fed. Reg. 3972, 3973 (Jan. 17, 2013).

61 Exhibit 3- 1. This screen shot was taken from the Alexa App Dashboard page after asking the
Echo to firemember o certain infor matmeombean?d t h
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V. AmazbDe NoCompl yt Wehtihl @r © ml i ne Privacy Protec

Amazon collects vast amounts of sensitive, personal information from children under age
13.To protect childred s p rGORPRAceguires that operators of online services directed at
chil dren, such as Amazonds Ec heoto pArents cdcermhisg Ed i t
their information practiceas well aghose of any third partiesptain verifiable pareat consent
before collecting datafromachidet ai n chi |l drenés personal i nf o
reasonably necessary to fulfill the pose of the collectigrandafford parents the right to
review and delete personal information provided by a fRikinazon fais to complywith all of
theserequirements

A.Amazon DGempNypyCwPReMNoti ce Requirements

COPPArequires that onlinservice operators provide two types of parental notice.

Direct not i todhe paneobsfdrecdllecting persamal information froachild.53

ot

AOnline noticeo of an operatords gvimaacti ces wi
prominent and clearly labelled link on the landing page, at each area where personal information

is collected from children, and in the direct nofit&oth types of notice must lfelearly and
understandably writterromplete and must contain nanwelated, confusing or contradictory

materialso®®

1. Amaz®hi rect Not Bae i CO®P®Re gNIoitr e ment s

Section 312.4(prequires thaén operator makéreasonable efforts, taking into account

available technology, to ensure that a parent of a ohdeives direct notice of the operator's

216 C.F.R. § 312.3.

316 C.F.R. § 312.4(b).
416 C.F.R. § 312.4(d).
%516 C.F.R. § 312.4(a).
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practices with regard to the collection, use, or disclosure of personal information from children,

including notice of any material change in the collection, use, or disclosure practices to which

the parent has prsmwusly consentedThe pur pose of direct notice i

dustin-timedmessagt o parents about an o @%Direatinaicednast i nf or

contain specific informatiorfzor example, it mustet fortht h e i t enalsnfoonatiorp e r s

the operator intends to collect from the child, a thedpoténtial opportunities for the disclosure

of personal information, should the parent pr
Whenparens setup the Echo Dot Kids Editiorthey will seea screen entitled Parental

Consent, which seemstoBemaz on6s attempt t o provide direct

9:52

4 Search

< Amazon Alexa

Parental Consent

Please carefully review the information below by
scrolling to the end.

Children’s privacy is important to us. We offer some
services intended for children, and in some cases we may
know a child is using our services (for example, when using
a child profile). In these situations, children may share and
we may collect personal information that requires
verifiable parental consent under the Children's Online
Privacy Protection Act (collectively, “Child Personal
Information”). Child Personal Information could include,
for example, name, birthdate, contact information
(including phone numbers and e-mail addresses), voice,
photos, videos, location, certain activity and device
information, and certain other types of information
described in our Children’s Privacy Disclosure. We collect,
use, and disclose this information as described in our
Children's Privacy Disclosure. We offer controls to help you
manage this information, and we will not knowingly
collect, use, or disclose this information without this
consent.

By clicking “I AGREE,” you consent to Amazon's collection,
use, and disclosure of Child Personal Information, as
described above, from any profile listed on the earlier
screen.

| agree

or

No thanks

% Statement of Basis and Purpose, 78 Fed. Reg. at 3984.
6716 C.F.R. § 312.4(c)(1).

18



This direct notices insufficientbecause it does not set forth gpecificitems of
personal information the operatotends to collect from the chilthstead, it merelgtates that
Child Personal Information could include, for example, name
birthdate, contact information (including phone numbers ameiié
addresses), voice, photos, videtscation, certain activity and

device information, and certain other types of information described
in our Childrenbés Privacy Disclosure

Giving parenteexamples ofvhat Amazormmaycollect does not tell them what
information is actually collectedhe exanplesAmazonprovides are essentially a listing of the
generictypes ofc hi | d r e n idfsrmatian cavaved byl COPPA.parents were to click on
the Iink to the Chi tolarnemom@ sheyRvwodldirddhgentibal scl osur e
languageusedto describehe personal information Amazon collects from childféhus, the
direct notice is not completeecausét neither identifies the items of personal information the
operator intends to collect from the child, nor stétew personainformationwill be used and
whether it will be disclosed to any third parties.

Nor does Amazon make it easy for parents to obtadimfiormationthat is not included
in the direct noticeThe direct notice instrucfgsar ent s t o c¢cl i ck on the Chi
Discl>sure to find out how Amazon uses childrenbos
Privacy Disclosure itself states that AChild
types of information d¥sasostateeldai nAmazGhiRr s hac g
Personal I nformation onl y 84, itdoatsins noihpperlthkto n o ur

t he Privacy Notice. Thus, Amazonés Childrenos

¢ Exhibit1-13( Chi | dren6és Privacy Disclosure).
4.
01d.
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Another problemwittA ma z on 6 s di r enstéad of loeing disglayedreenat h a t
parent enableslad skill, the Parental Consent screenlisplayedonly during the setup process
beforea parent ever sees anything about availkiolekills. Thus, parentare forced t@wonsent
to the collection of iformationfrom their child before theyevenknow whether or wiat
information will be shared with third partid§they decline to allow this blanket collection of
information,thgt may ri sk disabling the Akido function

parental controls.

2. Amaz®Onl i ne Notice Does Not Provide the
COPPA
An orline notice mustincludafidescr i ption of what infor mat

from children, including whether the Web site or online service enalsleifdato make personal
information publicly available; how the operator uses such information; and, the operator's

di sclosure practi &amatoné6suohhen€bntmdteafnsoPr
Disclosurefalls short in several ways.

Firsthe Chil drends Privacy Disclosure does nc
information it actudy collects from childrenilt disclose thatAmazon uses child personal
information Ato provide and i mprove offeings pr odu
and recommendat i fonotherpwposet hi addendhandi t- wi | | |
based adso to chil dr e nHowevéridpesaat adégoesely distlose hi | d
whetherthe Echo Dot Kids Editioenables a child tmake personal information publicly
available It unhelpfullystates hat AYour <c¢child may be able to s

with others depending on the products and servicab uge

116 C.F.R. § 312.4(d)(2).
20



Similarly, Ama z ocCrhd d dr en 6 s P rfailsuagigeysifi€lantnoticeabsut r e
how Amazorsharex hi | dr en 6 s p e it meralymforms parends \WWé ahiare ©hild.
Personal I nformati on onl y Batasndtedsalmovéhebed i n our
Chil drends Pr i isénkedtohéarentalCengentecreermttzat parentsdesmn
setting up the seise has ndwyperlink to thePrivacy Notice’?

There is another version of the Childrenos
that, unlike the version on the Alexa apgpescontaindink t o Amaz dPrivacy gener al
Notice.However,even if parents were for some reason motivated to se¢keutebsiterersion
of the Childrends Pr i vRaivagy N@icessdohgoonfusmgly, t he hyp
written, and contains a lot of unrelatethterial.”® It is unclear whatif any, parts apply to the
Echo Dot Kids Editionand some of the information seems to contradicCttei | dr ends Pr i
DisclosureFor exampl e, the Privacy Notice discl osec
searchreailt information from some searches conducted through the Web search features offered
by our subsidiary, Alexa Internet, o but it do
the EchdDot Kids Edition*Thus, Amazonosf apirli vtaoc ys aptoilsifcyi eGSOP P
requirement that finoti ce musdompetand mustecontaigp and

no unrelated, confusing or contradictory materiéts

2Exhibit1-13( Chi |l drenb6s Privacy Disclosure).

BFor exampl e, it incl tPaes yi Mfdorema tiiseerr sa boau tA nta
ACookies on AmazonBsaWMebddi Ofefse 0Oi mees jo@pPpmne of
Echo Dot Kids EditionAmazon Privacy NotiG&MAZON,
https://www.amazon.com/gp/help/customer/display.html?nodeld=468496 (last accessed April

15, 2019) [https://perma.cc/SM3PM5S].

4 Similarly, the Privacy Notice states that Amazmesinterestbased advertising, whereas the

Chil drenbs Privacy Disclosure says it does no
516 C.F.R. 812.4(a).
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B. Amazlan | Bi stcoWhether Third Parties

ar e

Col |l

| nf ormaftrioom Chil dren and What Il nf ormati on

In 2013, the FTC amended the COPPA rule to clarify thebperator of a childirected

online service is responsible not only for giving notice abiiningconsent fotheinformation

it collects, butalso for information collected by third parties through the online sef¥itiee

FTC explained:

it cannot be the responsibility of parents to try to pierce the complex

infrastructur e of entities t hat

personal informationthrough any one siteFor child-directed
properties, one entity, at least, must be strictly responsible for
providing parents notice and obtaining consent when personal
information is collected through that site. The Commission believes
that the primarycontent site or service is in the best position to know
which plugins it integrates into its site, and is also in the best
position to give notice and obtain consent from parénts.

may be

TheFTC observed thaif child-directed services were not held strictly lafor third-party data

collectoni t woul d contravene Congressi opeasbnali nt ent

information could be collected from children through cliicected propertiewith no one

responsi bl e f 6Undes thastandargAmadzendstresponsibléfor any thipdrty

information collected through the Echo Dot Kids Edition.

Our investigatonwas nabl e t o determine what

i f

Amazontransmitsto kid skill developers ois collected byskill developers directlyBut there

any,

are substantial inconsistencies between what Amazon told members of Congress and what it says

in its online privacy noticelt is essentialthereforethat the FTC conduct an investigation to

determine what personalformation kidskill developers have access to and collect.

6 Statement of Basis and Purpose, 78 Fed. Reg. at 3976.
71d. at 3977 (footnote omitted).
81d. at 3976.
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In its respons&o questions from members of Congress, Amazon imfhat none of the
kid skills available with FreeTime Unlimited collect any personal information from kids.

Question:Please bt all third parties that have access to the data
collected by Echo Dot Kids Edition and FreeTime Unlimited, and
for what purpose they have been granted access to thidHdata.
will Amazon ensure that partners with whom it shares such
information employ dequate security measures?

A ma z o n 6 sNoAepkthe experiences included with FreeTime
Unlimited have access to or collect personal information, and we do
not share audio recordings with third parti®arents can choose to
grant their children accedo regular Alexa skills that are not part of
FreeTime UnlimitedIf a parent grants access to any regular Alexa
skills, those skills work the same way in FreeTime as they do in the
normal Alexa experiencd-or instance, if a parent has granted a
weatherskill permission to access the device address and zip code
to provide localized weather information, and the parent grants their
child access to that weather skill in FreeTime on Alexa, the weather
skill will continue to have access to that address andcage
information when used by the childor all Alexa skills that collect
personal information, we require the skill developer to (a) provide
us with a privacy notice, which we post on the detail page for the
skill in our skill store, (b) use and authzeiothers to access and use
that information only for the purposes permitted by the user, and (c)
ensure the information is collected, used, and transferred in
accordance with the developeroés privac
law.”®

ButA ma z cans@aesis incorsistent withtsCh i | dr en6s P rforthesEchp Di s c |
Dot Kids Edition.COPPA requirsthatchild-directed operatonsicludein their online noticehe
name, address, telephone number, and email address of all operators collecting or maintaining
peronal information from children through thesbsite or online servicélternatively, the
notice can includéhe contacinformation forone operator who will respond to all inquiries from
parents concerning the operatorsdé privacy pol

the names of all the operators collecting or maintaining personal information from children

9 Exhibit 7- 2.
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through the ornihe service are also listed inthe notff ma zonés Chi l drendés Pr i
Disclosure however, disclaims any responsibility for the practices of third parties, including

skills.

What About Information Collected By Third Parties?

This disclosure does not apply to the practices of any
third-party services (including apps, skills, and websites)
that may be accessed through an Amazon product or
service. Before using any third-party service, you should
review the applicable terms and policies to determine
their appropriateness for your child, including the service's
data collection and use practices.

Excerpt from Children's Privacy Disclosure as DisplayethmAlexa AppDuring FreeTime
Setup Process

This statementloes not satisf O P P Ardirse noticerequirementslt implies some thireparty
skills collect childrends pnenordaesieshywhahf or mat i o
personal information is collected.

We lookedattheprivacy policies for some kid skills to get a sense of what parents would
have to decipher i f t he Weliadtb loak at@wnerdumkidzskilln 6 s i n
justto find a single example with a privacy poli@dys described ifExhibit 6 - 2, we thencreated
software tadeterminewhich kid skills actuallyhad privacy policies.

At the time of testing, there were 2,077 kid skills listed in the ZonaAlexa storeWe
found thatl,758kid skills (84.699 did NOT havea link to aprivacy polig/, while 319(15.4%)

did. We also examined several of $kqrivacy policies, and found that thgpically link to the
devel gemeerréasl ¢ hi | diadies, which geperallgonsainlgts op exttaneous

information and provide no specific information about the data collected using the Echo Dot

8016 C.F.R§312.4(d)(1); Statement of Basis and Purpose, 78 Fed. Reg. 3972, 4011 (Jan. 17,
2013).
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Kids Edition8! A parent trying to read and understand how two or more different privacy
policiesfit togetherwould undoubtedly be overwhelmed and confusémt. only doesAmazon
shirk its responsibilityo ensue thatanythird-partydata collection complies with COPPAhihs
designed a system that makes it virtually impossible for pat@find outwhatdata is collected
from third partiesand what happens to that data.

C.Amazon DOeksa/Noifiable Parent al Consent B €
Using GhiPereonal I nformati on

Not only does Amazon fail to provide adequate notice to parents, nudkeshift
parental consent mechanism fails to satisfy C
COPPAS 312.5b)(2) lists variousnethods of attaining verifiable parental consent that have
been approved by the FT@stead of using one of these methoimazon elects to use its own
insufficientmethod.

1. Amaz®Par erlCbabk 8Mat harPi eswmiNdAsssur ahtabke
Per sGniCogsesnhhRairent Coifl td he

When an operator elects to use a metbtheér than those specifically approved by the
FTC,t hat nmagst begedsoriably calculated, in light of available technology, to ensure that
the person providing consent is the child's paréd ma z o n 6 sdoes adt rheetdhis

standard.

8'For example, the fADeveloper Privacy Policyo
Chall engeo kid skill, takes one to AThe Nicke
Privacy Right s, Last Updated 6/ 21fivacgdolty 06 htt p

(last visited May 2, 2019) [https://perma.cc/7TKRX/SZ]. This privacy policy states that it

applies to essentially all of the interactive services offered by the Nickelodeon Group on any

device connected to the internet. This privacy poleyeds not even contain t he
AAl exao or ASkKills. o Moreover, this privacy p
Amazon introduced the Echo Dot Kids.

8216 C.F.R §312.5(b)(1).
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One approve method undeg 312.5b)(1)(ii) is torequite fia parent in connection with a
monetary transaction, to use a credit cdahit card, or similagpayment system that provides
notification of eab discrete transaction to the primary account hold&mazon does not specify
that the person setting up the account must be a paeshown irExhibit 1- 10it simply asks
t hat t hwe rpiefrys oyno uibhis mmeansrthatam acdount could be sdiyugn adult,
such as a neighbor or older sibling
Moreover, Amazon does not require the adult to make a monetary transkhcioply
asksfor a credit or debit card number, expiration date, billing address, and securityifcade
chidweretousap ar ent 6 s cr e d withoutcparmission, thgarentmayanevero n
know becausao chargewill appearon the bill.
We also discoveredsalown in Exhibit 1- 11, thatanyone can use gift debit card to
Averi fy yo Theseeards can lze gurchased at gas stations, convenience stores, and
drugstoredike Wal-Mart and CVSOne need not be over age 12 to purclsash a card
Moreover,children often receiveuchdebit cardsas gifts.As such, many chilren have the
abilitytoeasiyo ypass Amazonds parental consent mechan
Given how easy it is for a child to circum
the company did not design thesm as taeasonablgnsure that the person providing consent is
the child's parent
2. AmazDboneMo Gi VN©t i cObt @fan e rCo abk Benft Ree arnd

t hvi ceChi 6 dThaloNoLi ve Hom®heh t he Echo Dol
Kids Edition

While Amazon does not adequately provide notice and obtain consent from parents who
purchase ai&choDot Kids Edition, it provides no notice or opportunity to conserail for
parents of children who might be visiting a ¢c¢

Pl aydate Problem. o
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https://www.law.cornell.edu/cfr/text/16/312.5

When a child visits the home of a friend that has an Ech&distEditionandsomeone
saysthe wake worgt he Echo wi | | r evatlooutdmazdm everfnatifyiegrod 6 s v o i
obtaining consent Evendf parentGomehbw Ieashatdhdazonp ar ent s .
collectedpersonal information from their child,di would not be able tdelete such
information.

Technology existto address this problem. As showrExhibit 3- 3, Amazon has the
technology to distingish between voices and respond differently to themazon currently
uses this technology to diff er e@©mhhedeprofies bet ween
allow Alexa todetect which registered user is speaking to the device and deliver customize
responses tailored to the us.@hisGeshngiogyecdukelbee nc e s
deployed tadifferentiatebetweerc h'i | d r e n 6 ease anllectian svhea andinrecognized
voice is detected.

Amazonds fail ur e whododnotbdorgrtaethehausehokl isgeh i | dr e n
another way in which the compafajls to satisfy COPPA sotice and conseméquiremerg
before collecting personal information frashildren

D.Amazon Keeps Edai sadmain | nfToaemaasonahbwnger
Necessary

COPPA 8312.10requires that operat@retain personal information collected online
from a child Afor only as |l ong as is reasonahb
i nf ormat i on Theastytelimit data etiéi@e dalls@on the operator, not the parent.

Il n fact, I n a bl og post | usWnddr@GPPA, gamdaletiont he F
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i sndt just a g &dhk blogkepkcitly stattidaseven hbsentla parental
requesttodeleteit a company may not keep a childobés per
The answer i1 s clear: No, Setthnre company ca

312.100 f COPPA, youodre allowed to retain
information Af or dymécegssagysofulfilbtheg as I s r eac:c

purpose for which the information was ¢
must delete It using reasonabl e measur e:
destroyed.

Amazoro s Chi Il drendés Pr i vitausesc hD il sperboaeddisr e st at es

information

to provide and improve our products and services, including

personalizing offerings and recommendations for children,

communicating information, enforcing parental controls, and giving

parents visibility into how their children use our produatd

services. We will not serve interdsased ads to your child when

they are using an Amazon child profife
The Childrends Privacy Disclosure also inform
permission to collect personal information from tleiild, but if they withdraw permission or
request deletion of the information, fAcertain
But Amazon doesot inform parents that thaice recordings are retainedperpetuity unlesa
parent deletes therNor could we find information to this effect on theexa App orParent

Dashboard

83 SeeFEDERAL TRADE COMMISSION: BUSINESSBLOG, https://www.fc.gov/news
events/blogs/busineddog/2018/05/undecoppadatadeletionisnt-just-goodideaits-law (last

accessed April 4, 2019) [https://perma.cc/BHBRR9] (explaining that company cannot keep
information about a child after a parent does not rensubacription and the child is no longer

using the servigesee alsdl6 C.F.R. §8312.10.

84 Exhibit 1- 13; Seealso Alexa and Alexa Device FA@GMAZON.COM HELP,
https://www.amazon.com/gp/help/customer/display.html?nodeld=2016qR2&8@ccessed

April 4, 2019) [https://perma.cc/84HBKPP]. n it s FAQ, Amazon states t
voice recordings to improve its speech recognition and natural languagstandig systems.
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In response ta Congressional inquirgbout how long it keps recordings and other
information collected from childremmowever AmazonrespondedfiVoice recordings are
retained for the parent ds FBuLhoth thaequréamertsot he p a
§312.10 andheF T Cr@cent guidancmake clear that giving parents the ability to delete does
not absolve a comparisom responsibilityto delete voiceacordings once they are no longer
necessary for the purpose they are collected. Given that Amatantaneouslprocessethe
voice recordings and sta@the relevant information, it is difficult to understand why it needs to
store them fofonger than drief period for parents to revieWerhaps it is because voice
recordings have great valffeRegardlessA mazon retains childrenés in
is reasonably necessanyperform the function for which it was collected.

E. Ama zDBoneND Re s plRacrte Rt ghtRe vi e wbed iCth e | dsr e n
Per sdmfadr mati on

COPPA 8312.6 gives parents a right to review personal information collected from a
child, to refuse to permit future use or <coll
information be deleteddmazon makes it extremely difficultif not impossiblé for parents to
exercise these rights.

1. Amazon Does Not Provide Cl ear Notice of
Exercise Them

Amazon does not adequbteotify parents of theirrigniiboc ont r ol t hei r chi |

informaton.Secti on 312.2(d)(3) requires operators t

8 Exhibit 7- 2, Letter from Brian Huseman, Amazon Vice President of Public Policy, to Senator
Edward Markey and Congressman Joe Barabi2 (June 1, 2018).

8 See, e.gBrian DumaineAmazon, Google and Apple Are Battling For Dominance in Voice
FORTUNE, http://fortune.com/longform/amazaoogleapplevoice-recognition/ (last visited

May 1, 2019) [https://perma.cc/PK8EQTK], Drew Firmant, Alexa Data Analytics are a Gold
Mine, A CLouDp GURU, https://read.acloud.guru/alegataanalyticsare-a-gold-mine-
b4ceb02526dRast accessed, May 2, 2019) [https://perma.cc/EBVIBT ?type=image].
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t h ahepanentcan review or havdeletedthe child's personal informationand refuse to permit
further collection or use of thehild's information, and state the procedures for doing so.

Amazonds Childrends Privacy Disclosure tells

What Choices Do | Have?

You choose whether to give us permission to collect Child Personal Information from your child. We do
not knowingly collect, use, or disclose Child Personal Information without this permission.

We make available controls so that you can remain involved in your child's use of Amazon services. To
learn more about revoking permission for a child or how to review or delete Child Personal Information,
please visit Manage Parental Consent or contact Customer Service using the information provided below.

Please note that if you withdraw the permission you have provided for your child or request deletion of
Child Personal Information, certain services and features may no longer be available.

This statemenrfialls short ofthe 8 312.2(d}3) requiremerg because it does not explicitly
state that parents have the right.Alsoonsttkaave t he
of stating the procedurésr reviewing or deleting informatiqrit directs parents to visit another
site and/or to conta€@ustomer ServiceMany parents will not undertake thesetra stepand
will remain umawareof their parental rights.

2. Ama zwPn oce sRe vWwienRg r s dmfad r ma ¥n dwl y
Bur densome

Section 312.6(3)(ii) requires that the means for reviewingoangonal information
coll ected from the child must Anot besunduly
extremelyburdensome for parentisie tothe volume of information colleetdand the failure to

provide adequatsearch tools.
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By visitingthefiRevi ew Voi ce Hi st o argnis mpydigeatothdéd o wn

voice recordings of their child, and mostcases, view text transcriptions.

Overview
Review Voice History
Review Smart Alert History

Manage Smart Home Devices
History

Manage Skill Permissions

Manage How Your Data Improves
Alexa

FAQ
Amazon Privacy Notice

Alexa Terms of Use

Review Voice History

‘oice History shows your voice interactions with Alexa. You can filter by date and choose an entry

to see details, listen to and delete recordings.

Date Range

This Month v

Delete All Recordings for This Month

“alexa what do you remember” v

On April 5, 2019 at 07:01 PM on IPR's Echo Dot

“alexa stop” v

On April 5, 2019 at 07:00 PM on IPR's Echo Dot

“alexa play music” v

On April 5, 2019 at 06:54 PM on IPR's Echo Dot

“alexa read me a book” v

On April 5, 2019 at 06:54 PM on IPR's Echo Dot

“alexa tell me a joke" ~

On April 5, 2019 at 06:54 PM on IPR's Echo Dot

This page lists the recordings in chronological orBarents can delete the voice

recordings one at a time by a date rangédowever, Amazon does not provide the ability for

parents to search voice records by type of information, specific words, or anything other than by

date.A parentwould need to listerotall of the recordings or read all transcriptionéind out,

for example, if the child had shared a home address, telephone number or other personal

information®’ This places an undue burden on parents.

87f a child spoke to the Echo 25 times per day, this would yield 350 voice recordings in just two

weeks. Some children will likely speak to the Echo a few hundred times in a day, especially if
playing interactive games that ask for answers.
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3. Ama z®Pn oce sDe | £ t&a inBeec or dDiordgpsDe | et e t he
Inf or m&adli lomct ed

Section312.6r equi res that an operopporumity ptoovi de pa
direct the operator to delete the child's personal informatihile Amazon offes parents the
ability to delete voice recordings, our research founddhatl e t i n goica recordingd dded s
not actually deletéhe underlying information that was collected
We discovered this by testing t heandihere me mb e
made avideoto demonstrate our finding¥he videg which is summarized belowan be
viewed atEchoKidsPrivacy.corr youtu.be/mliraBzflv8.
The videdbegins witha child telling the Echo to remember her name, social security
number that she is allergic to walnuts, her address, and phone nwvbheee.n s he asks fAl
what do you remembed? Al exa supplies the remembered i nfc
Asking the Echo dAwhuwltl sdoupyoa fiwmaetmbeaos ?You I

theActivity panelin the Alexa App asshownin the vided®® An adultuses that screen tielee

certain informatons uch as t he <chi | do sangidheditotaerimammtior r and
bychanging Al d&m all ergic to walnutso to Al ém a
Next, the childagainasksfi Al exa, what do you swihmheamber 20 A

phone number, addresmd thashe was allergic to walnut§hat Alexa recaéldthe deleted

information upon requesifter it was deletedshows thatAmazon retained the information that

the parents deleted frothe transcriptsSimilarly,edi t i ng t he transcript (cl
to walnutso to Al am antlher gich otbes dhdgda)xt yhddd m
information We alsochecked the Activity Screeagain,andit displayedthe deletednformation

and restoreétheor i gi nal , il am all ergic to walnuts. o

88 Another view of tlis screen is ifExhibit 3- 1.
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Next, we tried to delete the h i Infdrihation by deleting all voice recordings colkedt
by the dewie. We went into the settings and seledi@dexa Accounto which brought up a
screen called fweesal Pct edcifiRev Negaveluothec e Hi st
opportunity to review voice history filtered
asked AAre you sure you want to proceed?0 We
Voice Historyo again and its no |l onger showed
Again, the childaskedi Al ex a, what do yespondedeitmbenber 20 Al
¢ h i phdne sumber, address, and that she was allergic to walveitslso checked the
Activity screen again, andtibo showed all of théranscribed informatiothat we hd tried to
delete.
Finally, the child asks Alexa fiforge® the information she told it to remember. Instead
of deleting the informatiom\lexa replisii Sor ry, 1 6 m not sure about t
Amazon has designedekcho DotKids Edition so hat it can never forget what the child has
said to it.
We conducted similar tests numerous times, died enuch experimentation, the only
way we found to delete all of a childds infor
we contacted customeervice, as shown in Exhibit, the agent explained that deleting the
childdés profile from the Amazon account woul d
relating to the chil dos pkidskifl Uhfetunataly however) as in
del eting the chitheddatsresghatonfike theEchoiDot KidsdEdit®rausdfue
and appropriate for childre@hildrenswould losetheir progress in games and other skills, and
would no longer have access to the skills includetienRreeTime Unlimited subscription.

Parents would no longer be able to use the parental controls-ehalé such features the
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parent would havetoqer eat e t he <chil dos thedamfdldctmn whi ch we

process. Tie Echo Dot Kids Editiofails to give parents the right to review and delete their

chil dés information in any meaningf ul sense.
4. Amaz®nRepr eskgbnotuatt iPoanrse nt al Control are M

A reasonable parent would likely believe that the mechanism Amanuites todelete

voice recording®f their child would also delete the information contained in the recordings and

that Amazon would no longer have access to that informaiatnin fact, the text transcriptions,

and possibly other personal i nformation, r ema

indefinitely. Instead of deleting the information, Amazon simply hides it from the parent.
Amazonds f ai | udeleingthevoiceiresardingdsesnot tetete the

associated text transcriptions of the recordiognstitute a material omission likely to mislead

reasonable parents under the circumstaridass, we ask that in addition to investigating the

COPPA violations, tht the FTC investigate whether Amazon is engaging in deceptive practices

in violation of Section 5 of the Federal Trade Commission Act.

V. Concl usi on

Our investigatiorhasdemonstratethat Amazod s chi | d di r edogseotl onl i r
give parents adequeahotice does not obtain verifiable parental consent before collecting and
using chil dr en 6 sretginecrhsi d ndarle nidnsf opremastoinoanl, i nf or ma
reasonably necessary, and does not comply witlC O P pafeita control requirements.
Addi t i onally, Amazonés failure to inform parent
notdeletepersonal information provided by the child in interactions with Alexalso
deceptive under Section Given the popularity of Amaz@nkchoDot Kids Editionand the

devices potential to collect vast amounts of highly sensitive information, it is critical that the
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FTC promptly investigate Amazon's practices tailek action to enforce the law atadprotect
childrerd enlineprivacy.
Respectfully suimitted,

Is/

AngelaJ. Campbell

Lindsey Barrett

Institute for Public Representation
Georgetown University Law Center

600 New Jersey Avenue NW, Room 312
Washington, DC 20001

(202) 6629535

Counsel for Campaign for a
Commercial FreeChildhood& Center for
Digital Democracy

May 9, 2019
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Exhibit 1: Echo DotKids Edition Setup Proces

These screenshots, whiakere taken on April 2, 201@re presented in the order in

which they appeareduring the setup process

Exhibit 1 - 1: This is the interface to select a new device to setughe Alexa App.

Setup

Choose a device to set up

By proceeding, you agree to Amazon's
onditions of Use and all the terms found here

i Echo

@ Echo Dot

@ Echo Dot Kids Edition

% Echo Plus

Echo Sub
Echo Input

Echo Link

Echo Link Amp
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Exhibit 1 - 2: Screenshots of the first two setup screens for Echo Dot Kids Edition.

9:05 , 9:06

<« Search <« Search

ECHO DOT KIDS EDITION SETUP ECHO DOT KIDS EDITION SETUP

Begin Echo Dot Kids Edition Wait for the orange light
setup

Let's get your Echo Dot Kids Edition connected
to Wi-Fi so you can start using it.

Plug your Echo Dot Kids Edition into a power
outlet. After about a minute, when the light
turns from blue to orange, tap Continue.

CONTINUE CONTINUE
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Exhibit 1 - 3: Screenshots of connecting the smartphone to the Echo Dot IKdgion.

9:06 5. 9:06 > e
<« Search
ECHO DOT KIDS EDITION SETUP £ Settings Wi-Fi
‘ CHOOSE A NETWORK...
Connect your iPhone to your o
. L. Amazon-JPL =
Echo Dot Kids Edition
ARK a7
ARK_5G2 a7
[a Wi-Fi Amazon -XXX ] ARK_|nfra a = @
Echo-Test a = ()
FiOS-ITKTM-5G a = (i)
Galaxy1999 a = ()
Go to your Wi-Fi settings on this iPhone and
select the network of the format Amazon-XXX. .
Happy-2.4 a7
It may take up to a minute to display. After PRY @
connecting your iPhone to Amazon-XXX Wi-Fi, -
return to the Amazon Alexa App to continue Happy-5 @ @
setup.
P J5PAF a = ()
Ringtail a < @
XFINITY a = (i)
xfinitywifi = (i)
Other...

Ask to Join Networks

T Ot O VoTs < T L N g - 1 N | IRy
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Exhibit 1 - 4: Screenshots of connecting Echo Dot Kids Edition to a WiFi network during the

setup process.

9:06 »Tm)

ECHO DOT KIDS EDITION SETUP

Continue Echo Dot Kids Edition
setup

CONTINUE

41

9:07 ==

ECHO DOT KIDS EDITION SETUP

Echo-Test

Happy-2.4

ARK_5G

DIRECT-79-HP Officelet Pro 6970

DIRECT-96-FireTV_118d

Galaxy1999

Ringtail



T T m)

ECHO DOT KIDS EDITION SETUP

ECHO DOT KIDS EDITION SETUP

Preparing your Echo Dot Kids
Edition

Please wait while we connect your Echo Dot
Kids Edition to the Internet. This may take a
few minutes.

Select your Wi-Fi network

Echo-Test

Password

& zZ X e vVbnm &

L Y W W W W W

123 space return

©
KO
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9:08 >

ECHO DOT KIDS EDITION SETUP

Your Echo Dot Kids Edition is
online

Your Echo Dot Kids Edition is now connected to
the Internet. Tap Continue to customize your
Alexa experience

The next steps will help you set up your child's
Amazon FreeTime account.

You can use "Alexa" to wake up your Echo Dot
Kids Edition so Alexa can respond to questions
and commands.

Try saying:

"Alexa, what's the weather?"

CONTINUE
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Exhibit 1 - 5: FreeTimeUnlimited Setup Process

After setting up the device, parents are directed to set up FreeTime Unlimited.

Amazon Alexa Terms of Use

Echo Dot Kids Edition Welcome to Alexa!

Amazon processes and retains audio,
interactions, and other data in the cloud to
provide and improve our services. Alexa allows
purchasing by voice using your default
payment and shipping settings. You can require
a speakable confirmation code, turn off voice
purchasing, and see product and order details
in your Alexa app or on alexa.amazon.com

Alexa also allows you to call and message your
friends and family. Learn more

By tapping "Continue," you agree to Amazon's
Conditiol e and all the terms found here

Includes 1 year of

Amazon FreeTime Unlimited

By tapping “Setup Amazon FreeTime Unlimited”, you agree to
Amazon.com Conditions of Use and the Amazon FreeTime Unlimited
Terms and Conditions. At the end of the one year Amazon FreeTime
Unlimited subscription included with your purchase of an Echo Dot Kids
Edition, your subscription will automatically renew on a monthly basis at
the then current rate. You may cancel your subscription at any time by

visiting the Amazon Parent Dashboard or contacting Customer Service.

Setup Amazon FreeTime Unlimited
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Exhibit 1 - 6: Screenshot of the start screen for the FreeTime setup process.

9:38

<« Search

< Amazon Alexa

FreeTlme

Setup Amazon FreeTime
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Exhibit 1 - 7: Screenshot of the interface for creating a new child profile.

9:40
<« Search

< Amazon Alexa

Add a Child to Your Household

Child's first name:

Emily

Gender:

Q Male @ Female

Birthdate:
Apr v 2 v 2014 v
Icon
’ { ~:3 ) @.’ @
¥ ® K

’ Add Child
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Exhibit1-8 Screenshot of dialog before Amazonbs p

9:40

4 Search

4 Amazon Alexa

Your permission will apply to
the following profiles:

For experiences like Echo Dot Kids Edition, we need
permission to collect personal information,
including voice recordings. Your permission will
apply to all Alexa devices, skills and other Amazon
kid services.

Learn more about changing permissions by visiting
the Alexa and Alexa Device FAQs.

9

Lt

Emily IPR Parent

Continue

Add Child

Cancel
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Exhibit 1 - 9: Screenshots of the start of the FreeTime Parental Consent Process.

First the user is asked to-eater the password for their Amazon accoll&xt, they are
prompted to add a payment card and verify tha
cod® for the card.

9:40

<« Search

9:41
4 Search

4 Amazon Alexa £ Amazon Alexa

Hello, IPR Parent Verify you're an adult

Please enter your password to continue
Please verify you're an adult by providing the

security code for a credit card. Add a credit card
Amazon password
Add Card
+"| Show password
or
Sign in Cancel

Forgot password?

© 1996-2019, Amazon.com, Inc. or its affiliates
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Exhibit 1 - 10: Screenshots of the interface allowing the user to enter a credit or debit card
and the interface prompting for a security code to verify the user is an adult.

We used a Visa Deb@ift Card (picture below) during this process. These cards are frequently

given to children as holiday gifts or as toy cards after their parents have used the balance of the
card. They can be purchased with cash at stores across the country includiggdstations,

convenience stores, and larger stores like-Mait, CVS, and Target. You do not need to be

over 13 years of age to purchase these gift cards. This process completely fails to verify the user

is an adult’ all it does is verify the user hascess to a valid credit or debit card number.
Further, because Amazon does not actually cha
card number without their knowledge and the parent may never know.

9:41 9:52
« Search 4 Search
< Amazon Alexa < Amazon Alexa
~ Add a credit or debit card Verify you're an adult
Verify it's you by providing the security code for
Enter your credit card information the credit card ending in 7459 (Change).
Use name on account
785
Nanre:on card Your card will not be charged
Card number .
Verify
Expiration date
or
01 = 2019 = Cancel
Add your card
Done
1 2 3
ABC DEF
4 5 6
GHI ) | JKL ) § MNO
7 8 9
PQRS ) TUVvV ‘ WXYZ

+ %3 0 &
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Exhibit 1 - 11: Photos of the Visa Debit Gift Card we
verification process.

GiIFr CARD 1e U.S. everywhere Visa

No value

|

AUTHORIZED SIGNATURE — NOT VALID UNLESS SIGNED
076750165

% I

Sl _mmmummma@usmmmmmmmm
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Exhibit 1 - 12 Screenshot of the prompt presented after the user verifies their credit or debit
card security code.

This prompt asks the user to agree to Amazond
Information and presents linkstisCh i | d r e g Dixlosbre (shovencixhibit 1- 13
below).

9:52

< Search

< Amazon Alexa

Parental Consent

Please carefully review the information below by
scrolling to the end.

Children's privacy is important to us. We offer some
services intended for children, and in some cases we may
know a child is using our services (for example, when using
a child profile). In these situations, children may share and
we may collect personal information that requires
verifiable parental consent under the Children’s Online
Privacy Protection Act (collectively, “Child Personal
Information”). Child Personal Information could include,
for example, name, birthdate, contact information
(including phone numbers and e-mail addresses), voice,
photos, videos, location, certain activity and device
information, and certain other types of information
described in our Children's Privacy Disclosure. We collect,
use, and disclose this information as described in our
Children's Privacy Disclosure. We offer controls to help you
manage this information, and we will not knowingly
collect, use, or disclose this information without this
consent.

By clicking “I AGREE,” you consent to Amazon's collection,
use, and disclosure of Child Personal Information, as
described above, from any profile listed on the earlier
screen.

| agree

or

No thanks
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Exhibit 1 - 13;

Screenshot s

When parents clickonlai nk t o t

Amazon Alexa

Children's Privacy Disclosure

Children's privacy is important to Amazon. This disclosure
and the Amazon Privacy Notice describe how we handle
personal information we collect from children under the
age of 13 ("child" or "children").

What Personal Information Does Amazon Collect From
Children?

We offer some services intended for children, and in some
cases we may know a child is using our services (for
example, when using a child profile). In these situations,
children may share and we may collect personal
information that requires verifiable parental consent
under the Children's Online Privacy Protection Act
(collectively, "Child Personal Information"). Child Personal
Information could include, for example, name, birthdate,
contact information (including phone numbers and e-mail
addresses), voice, photos, videos, location, certain activity
and device information, and certain other types of
information described in our Privacy Notice. Our Privacy
Notice also describes information we collect that is not
Child Personal Information.

How Does Amazon Use Child Personal Information?

We use Child Personal Information to provide and
improve our products and services, including
personalizing offerings and recommendations for
children, communicating information, enforcing parental
controls, and giving parents visibility into how their
children use our products and services. We will not serve
interest-based ads to your child when they are using an
Amazon child profile.

Does Amazon Share Child Personal Information?

We share Child Personal Information only as described in
our Privacy Notice. Your child may be able to share
information publicly and with others depending on the
products and services used.

What Choices Do LUl oy —

(0]

he
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Chil drenos
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Amazon Alexa

We share Child Personal Information only as described in
our Privacy Notice. Your child may be able to share
information publicly and with others depending on the
products and services used.

What Choices Do | Have?

You choose whether to give us permission to collect Child
Personal Information from your child. We do not
knowingly collect, use, or disclose Child Personal
Information without this permission.

We make available controls so that you can remain
involved in your child's use of Amazon services. To learn
more about revoking permission for a child or how to
review or delete Child Personal Information, please visit
Manage Parental Consent or contact Customer Service
using the information provided below.

Please note that if you withdraw the permission you have
provided for your child or request deletion of Child
Personal Information, certain services and features may
no longer be available.

What About Information Collected By Third Parties?

This disclosure does not apply to the practices of any
third-party services (including apps, skills, and websites)
that may be accessed through an Amazon product or
service. Before using any third-party service, you should
review the applicable terms and policies to determine
their appropriateness for your child, including the service's
data collection and use practices.

Still Have Questions?

Please contact us at:

Amazon.com, Inc.

410 Terry Ave. North, Seattle, WA 98109-5210
Attention: Legal Department

https://amazon.com/contact-us/

Pr

vacy

vacy

Di
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Exhibit 1 - 14: Screenshots depicting settings presented to the user at the end of the FreeTime

setup process.

Amazon Alexa

Add services to FreeTime on

this device?
To disable these features, toggle the settings below.

Household Communications

This Echo device is configured to make and receive
calls and messages within the household or with
approved contacts. When Drop In is enabled,
household members can instantly connect to this
Echo device.

The Drop In setting only controls whether
household members can Drop In on this device. If
Drop In setting is disabled, this Echo device can still
instantly connect to other Drop In-enable devices
within the household.

Learn more

Calling & Messaging

L)
L)

"Alexa, send a message."

Drop In

"Alexa, drop in on the playroom."

Music
Explicit Filter

Music services that can filter, like Amazon Music,
will block explici disismgbeesice in FreeTime.

=l

ol
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Amazon Alexa

calls and messages within the household or with
approved contacts. When Drop In is enabled,
household members can instantly connect to this
Echo device.

The Drop In setting only controls whether
household members can Drop In on this device. If
Drop In setting is disabled, this Echo device can still
instantly connect to other Drop In-enable devices
within the household.

Learn more

Calling & Messaging

L
L

"Alexa, send a message."

Drop In

"Alexa, drop in on the playroom."

Music
Explicit Filter

Music services that can filter, like Amazon Music,
will block explicit songs on this device in FreeTime.
Music services that cannot filter won't be playable.
AM/FM radio stations will always be available.

Continue J




Exhibit 1 - 15: Screenshot of interface prompting the user to watch an optional video to learn
about the Echo Dot Kids Edition.

Amazon Alexa

Watch to learn about the Echo
Dot Kids Edition

>

This video contains content only available with the Echo Dot
Kids Edition.

Go to Amazon Parent Dashboard to manage your child's
profile settings in Amazon FreeTime Unlimited.

Setup is complete! You can close this window by pressing
"X" at the top.
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Exhibit 2: Diagram of User Interaction with Echo DotKids Edition

Amazon's Alexa Cloud
Echo Dot Kids Edition uploads recording of transcribes the audio into “Alexa
child’s voice to Amazon’s Alexa Cloud play the spongebob game

Child Says “Alexa play the spongebob game™

Amazon’s Alexa Cloud converts
N , ) the transcription into intent
| Arnbazokn e Arl1exg ilotg:l s?(ngs g:je !ntent (user wants to open spongebob
\ I ack to the Echo Dot Kids Edition game skill

Echo Dot Kids Edition executes the
instructions in the intent
(opening the spongebob game)
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Exhibit 3: Alexa App

These screenshots were taken on April 4, 2019.

Exhibit 3 - 1. Screenshot of activity interface in AlexApp after asking Echo Dot Kids Edition
Awhat domlyemu? d e me

6:41

4 Search

= ACTIVITY

what do you remember

i want to be an astronaut when
igrow up 2/ Delete

i live at thirty two main street in
baltimore maryland ¢ Delete

my social security number is
four six nine two seven one

eight five three ¢/ Delete
i like ice cream ¢ Delete
i am five years old ¢/ Delete
i'm allergic to peanuts ¢ Delete
my mommy's name is kate ¢ Delete
my phone number is seven four
three five four six five five five
five ¢ Delete
my favorite color is blue ¢ Delete
my name is kelly ¢/ Delete
More
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Exhibit 3 - 2: Screenshot showingctivity panel ofAlexa App andranscriptions of voice
recordings of user interactions

7:21
< Search

= ACTIVITY

Do you like me?
| think you're magnificent.
Voice feedback
’ Alexa heard: "alexa do you like me"

Did Alexa do what you wanted?

Yes No

Remove card Learn more

Less A

What's your favorite color?

A rainbow is super pretty. I'll pick that, so I've got all
of the colors covered!

Voice feedback

’ Alexa heard: "alexa what's your favorite
color"

Communicate
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Exhibit 3 - 3: Screenshots depicting the Alexa Account Settings mémat! i s ecegnideR
VoicesoO as an option and the Recogni zed

< SETTINGS RECOGNIZED VOICES

Recognized Voices Your Voice
Create a voice profile so Alexa can call you by
name and improve personalization based on your >
voice.
Voice Purchasing
Automatically Recognize Voices
Alexa Voice Responses As users speak to Alexa, Alexa automatically learns to

recognize their voices to offer personalized
experiences. Learn more.

Amazon Household

Share your Amazon experience On Q

History NEED HELP WITH VOICE PROFILES?

Alexa Privacy

Communicate

58



Exhibit 3 - 4: Screenshot of the Aabout o

i n e in
coll ected by Amazon about the usero

terfac
s Echo Dot

<

Wi-Fi Networks Saved to Amazon

Device Software Version
631550720

Serial Number
GO90LF1181130JPL

Mac Address
F0:81:73:15:40:95
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Exhibit 4:Scr eenshot s WebsitesAmazonos

Exhibit 4 - 1. Screenshot from amazon.com/mystiows the interface for deregistering echo
dot or deleting all associated voice recordingspril 4, 2019)

= amazon Shop women:run businesses

EN Hello, IPR '\E,
Cart

@ Deliver to IPR ) . i X
Washington 20001 Your Pickup Location  Browsing History ~ @ ~ Account&Lists ~ Orders TryPrime ~ T

Manage Your Content and Devices Content Preferences Alexa Privacy

Show: YourDevices =  All =

IPR's Amazon Alexa on IPR's Echo Dot
i0s

IPR's Echo Dot et

Deregister

Type : Echo Dot
Device Registered On : April 3, 2019

Delete voice recordings
Serial Number : G090 LF11 8113 0JPL
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Exhibit 4 - 2: This screenshot shows the website versidrthe Alexa Appalexa.amazon.com
(April 4, 2019)

Things to Try

"Alexa, tell me a joke"

Do you like me?

think you're magnificent

P Alexa heard: *alexa do you like me"
Dicl Alexa do what you wantec? Yes Ne

Remove card Learn more

Less
N out
What's your favorite color?
Arainbow is super pretty. 'l pick t 've got all of the
|
More v
what do you remember
I'want to be an astronaut when | grow up Delete
1live at thirty two main street In batimors maryland Delete
Delete

My social security number 1S four siX nine two seven ane eight five three
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Exhibit 4 - 3: Screenshot of the parent dashboard provided with the FreeTime se(®pal 4,
2019)
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